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CLAIMS 

We claim: 

1. A data collection and processing system for use with meter devices 
that measure a utility, the system comprising: 

multiple data collection devices each coupled to multiple meter-reading 
modules configured for transmitting collected meter-reading information 
to the data collection devices, wherein each of the data collection 
devices generates a message having a payload, the message 
comprising: 

header information identifying a source of the message; and 

a first packet having a first type of meter data and a second packet 
having a second type of meter data distinct from the first type of 
meter data, wherein the first packet and the second packet 
comprise at least a portion of the payload; and 
a head-end subsystem comprising: 

an interface component for receiving the message from the multiple 
data collection devices, wherein the message is received over a 
communication link; 

a first specialized packet processor configured for processing only the 
first type of data; 

a second specialized packet processor configured for processing only 
the second type of data; and 

a message organizer component effectively coupled to the first packet 
processor and the second packet processor, wherein the 
message organizer is configured for delegating the first packet 
to the first specialized packet processor and delegating the 
second packet to the second specialized packet processor. 

2. The system of claim 1 further comprising a wireless network configured 
for communication between the multiple meter-reading modules and the multiple 
data collection devices. 
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3. The system of claim 1 wherein the first packet and the second packet 
include header information having a signature identifying the type of data, and 
wherein the head-end subsystem further comprises a data store containing signature 
keys that are checked against the packet signatures. 

4. In a utility meter-reading system, a data processing system for 
processing data collected by an embedded data collection device, the system 
comprising: 

an interface component for receiving a message from the embedded data 
collection device, wherein the message is received over a 
communication link, wherein the message contains a first packet 
having a first type of data and a second packet having data a second 
type of data distinct from the first type, and wherein the first type of 
data is utility consumption data collected from one or more utility 
meters; 

a first packet processor for processing only the first type of data; 

a second packet processor for processing only the second type of data; 

a message organizer component configured for validating the received 
message and for delegating the first packet to the first packet 
processor and the second packet to the second packet processor 
based on data type. 

5. The system of claim 4 wherein the first packet processor and the 
second packet processor process data asynchronously. 

6. The system of claim 4 further comprising a data store for use by the 
message organizer in delegating the first packet to the first packet processor and 
delegating the second packet to the second packet processor, wherein the data 
store has a first key corresponding to data of the first type and a second key 
corresponding to data of the second type. 

7. The system of claim 4 wherein the interface component includes an 
Active Server Page (ASP) running on an Internet Information Service (IIS) 
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component, and wherein the Active Server Page (ASP) communicates with the 
message organizer. 



8. The system of claim 4 wherein the message organizer is further 
configured for data decompression. 

9. The system of claim 4 wherein the message organizer, the first packet 
processor, and the second packet processor are queued components. 

10. The system of claim 4 further comprising an archive component 
configured for archiving data in the received messages. 

11. The system of claim 4 wherein the first packet processor and the 
second packet processor share the same interface. 

12. The system of claim 4 wherein the first type of data is alarm data 
collected from one or more utility meters. 

13. The system of claim 4 wherein the first type of data is tamper data 
collected from one or more utility meters. 

14. The system of claim 4 wherein the first type of data is interval data 
collected from one or more utility meters employing solid state demand techniques. 

15. The system of claim 4 wherein the first type of data is interval data 
collected from one or more water utility meters monitoring water consumption. 

16. The system of claim 4 wherein the message is a recursive data 
structure having a message within the message. 

1 7. The system of claim 4 wherein the message is encrypted. 



32 



wo 2005/033960 PCT/US2003/027739 

18. The system of claim 4 wherein the packet header includes signature 
information that identifies the type of data in each packet. 



19. The system of claim 4 wherein a first data collection device is running 
on a first version of software having a first set of data types and wherein the second 
data collection device is running on a second version of software having a second 
set of data types distinct from the first set. 

20. The system of claim 4 wherein the message is encapsulated in a 
standard protocol wrapper. 

21. A computer-readable medium containing a data structure configured 
for transmission to a head-end system, wherein the message includes payload 
Information collected from a data collection device configured for recording 
consumption data associated with at least one metered device, the message 
comprising: 

header information, wherein the header information includes a device 
identifier and a message identifier; and 

a first packet containing data of a first type and a second packet containing 
data of a second type distinct from the first type, wherein the first 
packet and the second packet comprise at least a portion of the 
payload information for the message, and wherein the first packet and 
the second packet each include a header having a signature identifying 
the first or second type of data contained in the packet. 

22. The computer-readable medium of claim 21 wherein the first packet 
and the second packet include data in binary form. 

23. The computer-readable medium of claim 21 wherein the header 
information includes data in binary form. 

24. The computer-readable medium of claim 21 wherein the message is 
encapsulated in an HTTP or HTTPS wrapper. 
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25. The computer-readable medium of claim 21 wherein the computer- 
readable medium is a logical node In a computer network receiving the contents. 



26. The computer-readable medium of claim 21 wherein the computer- 
readable medium is a computer-readable disk. 

27. The computer-readable medium of claim 21 wherein the computer- 
readable medium is a data transmission medium transmitting a generated data 
signal containing the contents. 

28. The computer-readable medium of claim 21 wherein the computer- 
readable medium is a memory of a computer system. 

29. At an embedded data collection device, a method of generating a 
message containing collected data destined for processing at a head-end system, 
the method comprising: 

generating a first packet corresponding to a first type of collected data and a 
second packet corresponding to a second type of collected data, 
wherein the first packet and the second packet include a header 
containing a signature identifying the type of collected data; 

assembling the packets into a message, wherein the message includes 
message header information identifying the data collection device; 

encapsulating the message in a standard protocol wrapper; and 

transmitting the encapsulated message to the head-end system via a 
communication link. 

30. The method of claim 29 wherein the embedded data collection device 
is coupled to one or more meter-reading modules, wherein the packets include one 
or more data records, and wherein each of the data records has a one-to-one 
correspondence with the one or more meter-reading modules coupled to the data 
collection device. 
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31. A method for processing messages received from multiple data 
collection devices, the method comprising: 

receiving a message from a data collection device, the message comprising: 
a first packet having a first type of data and a first packet header 
containing a first signature, wherein the first type of data 
includes data recorded at a utility meter; and 
a second packet having a second type of data and a second packet 
header containing a second signature, wherein the second type 
of data is distinct from the first type of data; 
validating the message, wherein the validating includes looking-up the first 

and second signatures in a data base table; and 
delegating the first packet to a first processor configured for processing the 
first type of data and delegating the second packet to a second 
processor configured for processing the second type of data, wherein 
the delegating is based, at least in part, on the signature of the packet. 

32. The method of claim 31 further comprising modifying the system to 
handle messages containing a third type of data by adding a third packet processor 
for processing the third type of data. 

33. The method of claim 31 , wherein the multiple data collection devices 
include a first data collection device running on a first software version and a second 
data collection device running on a second software version, and wherein the first 
software version includes a first set of data types including the first type of data and 
the second type of data, and wherein the second software version includes a second 
set of data types including a third type of data and a fourth type of data. 

34. The method of claim 31 wherein the received message is compressed 
upon receipt, and wherein the validating includes decompressing the received 
message. 
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35. A system for processing messages received from multiple data 
collection devices, the system comprising: 

means for receiving a message from a data collection device, the message 
comprising: 

a first packet having a first type of data and a first packet header 

containing a first signature; and 
a second packet having a second type of data and a second packet 
header containing a second signature, wherein the second type 
of data is distinct from the first type of data; 
means for validating the message, wherein the validating includes looking up 

the first and second signatures in a data base table; and 
means for delegating the first packet to a first processor configured for 
processing the first type of data and delegating the second packet to a 
second processor configured for processing the second type of data, 
wherein the delegating is based, at least in part, on the signature of the 
packet. 
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[Received by the International Bureau on 03 August 2004 (03.08.2004); 
original claims 1-35 replaced by amended claims 1-35 

(8 pages)] 

CLAIMS 

We claim: 

1 . A data collectron and processing system for use with meter devices 
that measure a utility, the system comprising: 

muillple data collection devices associated with an automatic meter 
reading system, wherein each of the multiple data collection 
devices Is coupled to multiple meter-reading modules configured for 
transmitting collected meter-reading infbrmation to the data 
collection devices, and wherein each of the data collection devices 
generates a message having a payioad, the message comprising: 
header infbrmation identifying a soum^e of the message; and 
a first packet having a first type of meter data and a second pacl<et 
having a second type of meter data distinct from the first type 
of meter data, wherein the first paci<et and the second pad<et 
comprise at least a portion of the paylcad; and 
a head-end subsystem comprising: 

an interlace component for receiving the message from the multiple 
data (X)llect]on devices, wherein the message is received 
over a communication link; 
a first specialized packet processor configured for processing only 

the first type of data; 
a second spedaiized packet processor configured for processing 

only the second type of data; and 
a message organizer component effectively coupled to the first 
packet processor and the second packet processor, wherein 
the message organizer is configured for delegating the first 
packet to the first spedaiized packet processor and 
delegating the second packet to the second specialized 
packet processor. 
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2. The system of daim 1 further comprising a wireless network 
configured for connmunication between the multiple meter-reading modules and 
the multiple data coliecdon devices. 

3. The system of claim 1 wherein the first packet and the second 
packet include header information having a signature Identilying the type of data, 
and wherein ttie head-end sulDsystem further comprises a data store containing 
signature keys that are checked against the packet signatures. 

4. In a utility meter-reading system, a data processing system for 
processing data collected by an embedded data collection device, the system 
comprising: 

an interface component for receiving a message from the embedded data 
collection device, wherein the message is received over a 
communication link, wherein the message contains a first packet 
having a first type of data and a second packet having data a 
second type of data distinct fr-om the first type, and wherein the first 
type of data is utility consumption data collected from one or more 
utility meters monitored using automatic meter reading techniques; 
a first packet processor for processing only the first type of data; and 
a second packet processor for processing only the second type of data; 

5- The system of claim 4 wherein the first packet processor and the 
second packet processor process data asynchronously. 

6. The system of claim 4 fijrther comprising: 

a message organizer component configured for validating a structure of 
the received message and for delegating the first packet to the first 
packet processor and the second packet to the second packet 
processor based on a signature key of the first packet and a 
signature key of the second packet; and 
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a data store for use by the message organizer component in delegating 
the first packet to the first packet processor and delegating the 
second packet to the second packet processor, wherein the data 
store has a first key corresponding to data of the first type and a 
second key con-esponding to data of the second type. 

7. The system of claim 4 wherein the interface component includes an 
Active Server Page (ASP) running on an Internet Information Service (IIS) 
component, and wherein the Active Server Page (ASP) communicates with the 
message organizer. 

8. The system of claim 4 wherein the message organizer component 
is further configured for data decompression. 

9. The system of claim 4 wherein the message organizer component, 
the tirst packet processor, and the second packet processor are queued 
components. 

10. The system of claim 4 further comprising an archive component 
configured for archiving data in the received messages. 

11. The system of claim 4 wherein the first packet processor and the 
second packet processor share the same interface. 

12. The system of claim 4 wherein the first type of data is alarm data 
collected from one or more utility meters. 

13. The system of daim 4 wherein the first type of data is tamper data 
collected from one or more utility meters. 
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14, The system of claim 4 wherein the first type of data is interval data 
collected flrom one or more utility meters employing solid state demand 
techniques. 

1 5, The system of claim 4 wherein the first type of data Is Interval data 
collected from one or more water utility meters monitoring water consumption. 

16, The system of claim 4 wherein the message is a recursive data 
stmcture haxing an additional message v^thin the message. 

1 7, The system of claim 4 wherein the message is encrypted. 

18, The system of dalm 4 wherein the packet header Includes 
signature infbmiation that identmes the type of data in each packet. 

19, The system of daim 4 further comprising a message organizer 
component configured for validating a structure of the received message and for 
delegating the first packet to the first packet processor and the second packet to 
the second packet processor based on a signature key of the first packet and a 
signature key of the second packet 

20, The system of claim 4 wherein the received message is 
encapsulated in a standard protocol wrapper. 

21, A computer-readable medliim containing a data structure 
configured for transmission to a data processor component in an automatic meter 
reading system, wherein the message includes payload information collected 
from a data collection device configured for recording consumption data 
associated with at least one metered device that is monitored by the automatic 
meter reading system, the message comprising: 

header information, wherein the header information Includes a doN^ce 
identifier for Identifying the device configured for recording 
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consumption data assodated with the at least one metered device 
that is monitored using the automatic meter reading system and a 
message identifier for identifying the message; and 
a first packet containing data of a first type and a second packet containing 
data of a second type distinct from the first type, wherein the first 
packet and the second packet comprise at ieast a portion of a 
message body for the message, wherein the message body for the 
message includes data assodated with the monitoring of the 
automatic meter reading system, and wherein the first packet and 
the second packet each indude a header having an identifier 
Identifying the first or second type of data contained in the packet. 

22* The computer-readable medium of claim 21 wherein the first packet 
and the second packet Include data in binary form. 

23. The computer-readable medium of claim 21 wherein the header 
information indudes data in binary form. 

24. The computer-readable medium of daim 21 wherein the message 
is encapsulated in an HTTP or HTTPS wrapper. 

25. The computer-readable medium of claim 21 wherein the computer- 
readable medium is a logical node in a computer network receiving the contents. 

26. The computer-readable medium of claim 21 wherein the computer- 
readable medium is a computer-readable disk. 

27. The computer-readable medium of claim 21 wherein the computer- 
readable medium is a data transmission medium transmitting a generated data 
signal containing the contents. 
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28. The oomputer-readable medium of claim 21 wtierein the computer- 
readable medium is a memory of a computer system. 

29. At an embedded data collection device, a method of generating a 
message containing collected data destined for processing at a collective 
processing component in an automatic meter reading system, the method 
comprising: 

generating a first frame corresponding to a first type of data collected by 
the embedded data collection device and a second frame 
corresponding to a second type of data collected by the embedded 
data collection device, wherein the first fi-ame and the second frame 
Include a header containing a signature identllylng the type of 
collected da^; 

assembling the generated frames Into a message, wherein the message 
includes message header information Identifying the data collodion 
device; 

encapsulating the message In a standard protocol wrappen and 
transmitting the encapsulated message to the head-end component in the 
automatic meter reading system via a communication link. 

30. The method of claim 29 wherein the enrtoedded data collection 
device is coupled to one or more meter-reading modules, wherein the frames 
Include one or more data records, and wherein each of the data records has a 
one-toone correspondence with tiie one or more meter-reading modules coupled 
to the data collection device. 

31. A method for processing messages received from multtpie data 
collecfion de\^ces used In an automatic meter reading system, the method 
comprising: 

receiving a message from a data collection device configured Ibr collecting 
utility consumption data for use in the automatic meter reading 
system, the nnessage comprising: 
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a first packet having a first type of data and a first packet header 
containing a first Identifi^. wherein the first type of data 
Indudes data recorded at a uilllty meter; and 

a second packet having a second type of data and a second packet 
header containing a second identifier, wherein the second 
type of data is distinct ffom the first type of data; 
validating the message, wherein the validating indudes looking-up the first 

and second identifiers in a data base table; and 
delegating the first packet to a first processor configured for processing the 

first type of data and delegating the second packet to a second 

processor configured for processing the second type of data, 

wherein the delegating is based, at least In part, on the signature of 

the packet. 

32. The method of claim 31 further comprising modifying the system to 
handle messages containing a third type of data by adding a third packet 
processor for processing the third type of data. 

33. The method of claim 31, wherein the multiple data collection 
devices Include a first data collection device running on a first software version 
and a second data collection device running on a second software version, and 
wherein the first software version includes a first set of data types including the 
first type of data and the second type of data, and wherein the second software 
version indudes a second set of data types including a third type of data and a 
fourth type of data. 

34. The method of dalm 31 wherein the received message is 
compressed upon receipt, and wherein the validating includes decompressing the 
received message. 
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35. A system for processing messages received from multiple data 
collection devices in an automatic meter reading system, the system compnslng: 
means for receiving a message from a data collection device in the 
automatic meter reading system, the message comprising: 
a first pacl<et having a first type of data and a first packet header 

containing a first signature; and 
a second packet having a second type of data and a second packet 
header containing a second signature, wherein the second 
type of data is distinct fi'om the first type of data; 
means for validating the message, wherein the validating Includes looking 

up the first and second signatures in a data base tabie; and 
means for delegating the first packet to a first processor configured for 
processing the first type of data and delegating the second packet 
to a second processor configured for processing the second type of 
data, wherein the delegating is based, at least In part, on the 
signature of the packet 
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